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1 INTRODUCTION

This documentation gives you an overview about the initial operation and the first steps of use with
the Web Application Gateway IGW/935.

1.1 Checklist

Compare the content of your IGW/935 package with the checklist below. If any item is missing or ap-
pears to be damaged, please contact SSV.

v" Web Application Gateway IGW/935 with eSOM/3517
v' Documentation

v’ Plug-in power supply

v' CD-ROM for eSOM/3517

v' Screwdriver

1.2 Required Equipment

To operate the IGW/935 the following hardware is required:

=  One Ethernet cross-over cable or two Ethernet patch cables and a switch.

To configure the IGW/935 a PC with the following features is required:
=  Windows 7 or higher
=  Web browser (e.g. Firefox, Chrome)
= Telnet/SSH client (e.g. TeraTerm)
=  FTP client (e.g. FileZilla)
= 10/100 Mbps Ethernet network controller and TCP/IP configuration

=  CD-ROM drive

1.3 Document Conventions

Convention Usage
bold Important terms
monospace Filenames, Pathnames, program code, command lines

Table 1: Conventions used in this document
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SAFETY GUIDELINES

Please read the following safety guidelines carefully! In case of property or personal damage by
not paying attention to this document and/or by incorrect handling, we do not assume liability. In
such cases any warranty claim expires.

ATTENTION!

OBSERVE PRECAUTIONS FOR HANDLING — ELECTROSTATIC SENSITIVE DEVICE!

The power supply should be in immediate proximity to the device.

The power supply must provide a stable output voltage at 12 .. 24 VDC +10%. The output
power should be at least 10 W.

Please pay attention that the power cord or other cables are not squeezed or damaged in
any way when you set up the device.

Do NOT turn on the power supply while connecting any cables, especially the power cables.
This could cause damaged device components! First connect the cables and THEN turn the
power supply on.

The installation of the device should be done only by qualified personnel.

Discharge yourself electrostatic before you work with the device, e.g. by touching a heater
of metal, to avoid damages.

Stay grounded while working with the device to avoid damage through electrostatic dis-
charge.

The case of the device should be opened only by qualified personnel.
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Connections

3 CONNECTIONS

For a quick and easy start with the IGW/935 there are a few cable connections necessary. The follow-
ing chapters describe how these connections have to be made.

3.1 Ethernet Link

The Ethernet link between the PC and LAN1 of the IGW/935 can be made on two ways:
= Direct with an Ethernet cross-over cable like shown in figure 1.

=  With two standard Ethernet patch cables over a hub or switch like shown in figure 2.

oQOOs
5O Osz
IGW/935

Ethernet cross-over cable

Figure 1: Ethernet link with cross-over cable

Please note:

For the Ethernet connection in figure 1 it is required to use a cross-over cable.
Do not use an ordinary patch cable. Both types of cables are in most cases visu-
al indistinguishable. But the internal wiring is fully different. Mixing up these
types of cables leads to LAN errors. Hence pay attention to the label of the ca-
ble or packing.

oQOOs
5O Osz

SWItCh IGW/935

— Ethernet patch cable ] |

Figure 2: Ethernet link with hub or switch

e 1

The IP address of the LAN1 interface is ex-factory sett0 192.168.0.126.
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3.2 RSA485 Serial Link

To create an RS485 serial link on port COM1 of the Fehler! Verwenden Sie die Registerkarte 'Start’,
um Produktname dem Text zuzuweisen, der hier angezeigt werden soll. connect an RS485 device
like shown in figure 3.

RX/TX+

RX/TX-

m|om | OO
on | on ool

RS485 device

Figure 3: Layout of IGW/935

A Terminal Signal
Al COM2 Serial Port: RS485 RX/TX+

A2 COM2 Serial Port: RS485 RX/TX-
A4 Vin -

Table 2: Pinout screw terminals COM1

Please note:

The RS485 (officially called TIA/EIA-485-A) connection between your IGW/935
and the field devices needs termination resistors on both ends for proper oper-
ation. The IGW/935 does not offer internal termination resistors. Please make
sure, that the RS485 cable connection is equipped with external termination re-
sistors.
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3.3 Power Supply

The IGW/935 needs a supply voltage of 12 .. 24 VDC +10% to work.

Connect the cables of an appropriate power supply to provide the system with the necessary power
like shown in figure 5.

Vin + (red)

12..24 VDC +10%
power supply

Figure 4: Power supply for the IGW/935

A Terminal Signal
A3 Vin+ (12 .. 24 VDC £10%)
A4 Vin -

Table 3: Pinout screw terminals power

CAUTION!
Providing the IGW/935 with a higher voltage than the regular 12 .. 24 VDC £10%
could cause damaged device components!

Do NOT turn on the power supply while connecting it with the IGW/935. This
could cause damaged device components! First connect the power supply and
THEN turn it on.
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4 OPERATION

Just power up the IGW/935 and the boot process starts immediately. The IGW/935 boots thereby an
embedded Linux out of its Flash memory. This may take up to one minute.

4.1 Accessing the SSV/WebUI

To open the login page of the SSV/WebUI enter the ex-factory IP address and port number of LAN1
of the IGW/936 manually in a web browser:

http://192.168.0.126:7777*

The username is admin, the password is ssvadmin.

SSV/WebUI WebConfig

User: | |

Password: | |

Figure 5: Login page of the SSV/WebUI

Please note:
To access the SSV/WebUlI, it is important to add the port number 7777 to the
current IP address of the IGW/935.
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4.2 Accessing the SSV/WebUI with DHCP enabled

If the automatic IP address configuration of LAN1 via DHCP is enabled, you have to check the as-
signed IP address, which is necessary to access the IGW/935 via a Telnet client or a web browser.

Therefore open in Windows Control Panel > Network and Internet > View network computers and
devices. The IGW/935 should show up in this list.

[= @] = ]
. &“ N #. Netzwerk durchsuchen |
- » Netzwerk » v |y Vetzwerk durchsuche yel
G~ - J 4]
Organisieren « Metzwerk- und Freigabecenter Einen Drucker hinzufiigen Ein Drahtlesgerét hinzuflgen g: - -@-
.7 Favoriten > Computer (2)
B Desitop 4 Drucker (1)
4 Downloads
& Google Drive ./ NPIO13BDA (HP Laserlet P3010
% Zuletzt besucht ;g PP Series)

4 Multifunktionsgerate (1)
= Bibliotheken

[&] Bilder . UTAX_TA:CD 5240L_DC
= - ' 6240L:NM3233D9

j Dokumente

! Musik 4 Multimedia (2)

B8 videos . .
0@ Heimnetzgruppe .
4 Netzwerkinfrastruktur (4)

1M Computer

By
= WindowsT_05 (C) . y‘; 1GW935-0280AD20D38B

i -
u Lokaler Datentrager (Qz)
- -
‘i MNetzwerk
|
1GW935-0280AD20D388 Kategorien: Netzwerkinfrastruktur
- Netzwerkadresse: Netzwerk 2

Figure 6: Selecting the IGW/935

Just right-click on the IGW/935 to open the properties dialog, where you can see the current IP ad-
dress of the IGW/935 like shown in figure 7.

A double-click on the IGW/935 opens the SSV/WebUI in a web browser.

Please note:
To access the SSV/WebUI, it is important to add the port number 7777 to the
current IP address of the IGW/935, e.g.:http://192.168.0.126:7777!
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-~ Eigiﬁchaﬂen von IGWS35-0280AD20D386 | P
Metzwerkgerat

gy 1GW335-0280AD20D338

Geradtedetails
Hersteller: 55V Software Systems GmbH
http: {fwww.ssv-embedded.de/
Modell: IGW /335
http: {fwww.ssv-comm.de fproducts figw335.php
Modellnummer: =
Gerétewebsei\:l: http: /{182, 168.0. 183/

Problembehandlungsinformationen

Seriennummer: 0280AD20D33E
MAC-Adresse: 02:80:ad:20:d3:8b
Eindeutige ID: uuid:emblinux-0280AD 20D 336-ethd
IP-Adresse: 192.168.0.183
[ oK ] [ Abbrechen ] Ubernehmen
- A

Figure 7: The properties dialog shows the current IP address

Now you are able to access the IGW/935 via a Telnet client or a web browser.
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4.3 Firewall Configuration

Choose from the menu Services > Firewall and NAT.

Firewall and NAT configuration

Firewall configuration

Enable or disable firewall

N - )

Firewall and NAT rules preconfigured sets

Allincomming ports closed, VPN allowed : O Best protection for VPN server

Selective ports allowed : O This opens more application ports

Use self created rules

User uploaded script :

Forwading with IP-Masquerading and NAT

Enable forwarding : Full routing from internal to VAN interface

Firewall and NAT rules script

Show current settings : | Actverues || scriptrules | EEUESGIEEEEE

Firewall is on

Figure 8: Firewall and NAT settings

1. Inthe section Firewall configuration enable the checkbox.
2. Inthe section Forwarding with IP-Masquerading and NAT enable the checkbox.

3. Click [Apply].

IGW/935 // First Steps | 11 |
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4.4 LAN Configuration

The IP address of the LAN1 interface is ex-factory sett0 192.168.0.126.

To configure the LAN1 settings choose from the menu Network > LAN1.

Local area network configuration

Network configuration for LAN1 {10/100 MBit)

Enable/Disable interface : Enable or disable interface eth0
IP configuration through DHCP or static
Enable or disable alias IP address 1

Enable/Disable alias IP address 2: Enable or disable alias IP address 2

DNS configuration

Use a DNS server address : Set DNS server
Primary DNS server : 192.168.0.4 Enter 15t DNS server address
Secondary DNS server: [ ] Enter 2nd DNS server address

Vi

Figure 9: LAN1 settings

To enable the automatic IP address assignment via DHCP follow these steps:
1. Inthe section IP address configuration enable the radio button automatically.

2. Click [Apply].

Please note:

After DHCP was enabled, it is necessary to re-log into the SSV/WebUI with the
new assigned IP address of LAN1. Please refer to chapter 4.2 to find out the cur-
rent IP address.
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4.5 Accessing the SSV/WebUI Demo Page

To open the demo page of the SSV/WebUI enter the current IP address of the IGW/935 in a web
browser:

192.168.0.126

Kraft-Warme-Kopplung

l Abgasfiihrung

Temp. Abgase m °c

Abgaswarmetauscher Heizungs- Temp. Vorlauf. m °C
wadme-

tauscher N E
Temp. Motor mm Temp. Riickl. m c
Oldruck m bar
Drehzahl Temp. Gen. 62.89 K

jmmdy Leistung m kW

Kraftstoff

I

*\ I

Strom CO2 -Einsparung Warme

452383 KkWh 56432 kg Wy 234755 Kkwn

Figure 10: Demo page of the SSV/WebUI
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4.6 Access via Telnet

To access the IGW/935 via Telnet please open a Telnet client program (like e.g. TeraTerm) on your
host PC and enter the current IP address of the IGW/935 to activate a Telnet session.

In the upcoming Telnet window you can login with the username root and the password root.

Now you can enter any Linux commands, which will be executed by the IGW/935 operating system.

File Edit Setup Control Window Help

Linux 2.6.32 (192.168.0.289) (pts/@)

emblinux login: root
Password:
root@emblinux:~# cat /eroc/cpuinfo
rocessor : ARMv7 Processor rev 7 (v71)
BogoMIPS .
Features : swp half thumb fastmult vfp edsp neon
U implementer : @x41
architecture: 7
variant %'
part i Bxcd8
revision v

Hardware : eSOM3517

Revision  BRZ28

Serial %17 %1% 7] % % ] 6% %) 5] % 5] 5] 5]

root@emblinux: “# ls -al ~

root root .

root root H .

root root 4 VERSION
root root : bin

root root J 1 dev

root root H etc

root root H flash

root root H home

root root H lib

root root 12 N H linuxre -» /bin/busybox
root root lost +found
root root : media

root root %] 1 proc

root root : sbin

root root 2 J 1 sYs

root root 8 : tmp -> Zvar/tmp
root root H usr

root root : var

root root H www

1
1
1
1
3
1
1
1
1
1
1
1
1
1
2
1
1
1
1

root@emblinux:

Figure 11: Access via Telnet client

Please note:
The ex-factory IP address of the LAN1 interface is 192.168.0.126. If DHCP is
enabled, please refer to chapter 4.2 to find out the current IP address.




4.7 Access viaFTP

The IGW/935 comes with a pre-installed FTP server, which allows the file transfer via Ethernet be-
tween a PC and the IGW/935. To access the IGW/935 via FTP use an FTP client like e.g. FileZilla.

Rz root@192.168.0.126 - FileZilla

Datei Bearbeiten Ansicht Transfer Server Lesezeichen Hilfe Neue Version werflgbar!
& EeHQ DOLOER #5e
Server: l:l Benutzername: | | Passwort: | Port: | | I Verbinden IE]
Antwort: 250 CWD command successFul, -~
Befehl; PWD
Wankwort; 257 ""is current direckory,
EBefehl: PORT 192,168,0,247,5,225
Antwort: 200 PORT command sucessful,
Eefehl: LIsT
Ankwort; 150 Opening BINARY mode data connection For '[bin/ls',
Ankwort 226 Transfer complete,
[Stakus: Anzeigen des Verzeichnisinhals abgeschlossen v
Lokal: | e und EinstellungenikDWiEigene DateientS-Zivortraege|\N-03-2009 Softwarel Source’ & | Server: | Ty ~
) M-08-2003 ~ I3 etc A
) M-07-z003 I flash
) M-10-z007 %) home
) M-11-z003 2 lib
{2 MEM-Summit-2006 %) media
1) Mesago-Seminar-2005 %) mnk
1) N-02-2004 ) proc
1) N-0Z-2008 1%y shin
=40 N-03-2009 3 sys
1) Bilder 1) tmp
1) DIL-NETPC 17 usr
1) Dhu-MORA ) war
() Doku-DIGE [EREY v |
1) Doku-G24 %) cgi-bin 3
=) Software
I3 Source Diateinamne Dateigrifie  Dateityp Zuletzt gedndert s Berechtigu...  Besitzg
) Toals ~>.
Dateiname 7 Dateigrafie  Dateltyp e ‘{j.cgl-hln Dateiordrer 11.02.2009 11:08:00 drincr-ar-x roak ro
o. elndex.htm 3.067 HTML Document 07.07.2009 15:10:00 “FWr=—f == root ro
2 Hello.py 72 Python File 26,02,2009 00:09:19
@ post_request.c 1.849  C Source file 05.10.2008 16:35:12
post_request.class 1,699  CLASS-Datei 14.02.2009 14:41:14
@Dust;equest.html 613 HTML Document 11,10,20058 14:14:06
"ﬁpost_request.java 8§94 Javalanguage .., 14.02,2009 14:41:14
A piost_request.py 565  Python File 14.02.2009 20:33:08
"ﬁTCPChent.]ava 668  Javalanguage ... 14.02.200901:19:16
2 TCPClient.py 407  Python File 26,02,2009 08:20:55
@ TCPServer.class 1.750 (CLASS-Datei 09.02.2009 20:13:28
"ﬁTCPServer.]ava 738 Javalanguage ... 09.02.200920:18:26
Iﬂwritefva\ues.php 804  PHP-Datei 05.10.2008 17:02:32
< >
11 Dateien. Gesamtgrdfe: 10,053 Bytes 1 Datei und 1 Yerzeichnis, Gesambgrdfe: 3.067 Bytes
o4 Warteschlange: leer e

Figure 12: FileZilla as FTP client to access the FTP server

Use for the FTP login the current IP address of the IGW/935, the username root and the password
root. With this login you have FTP read/write permission in the file system.

The default setting of the root file system after the boot process is read-only. There are only three
exceptions, which are shown in the table 4:

Directory Remark
/£flash R/W directory, non-volatile memory within Flash
/home/root R/W directory, RAM disk, volatile memory

/var/volatile  R/W directory, RAM disk, volatile memory

Table 4: R/W directories in the file system

The read-only restriction protects all files of the file system. Under ordinary operating conditions it is
not possible to overwrite or delete a file which is necessary for the eSOM/3517 within the IGW/935.
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To disable the write protection just login with the username root and the password root and enter
the following command:

mount / -o remount,rw

This command ,mounts, the file system as read/write. All files are now writable and deletable.
Please pay attention not to damage important system files! With the command

mount / -o remount,ro

the system is set back to the read-only initial condition after the boot process.

Please note:
The ex-factory IP address of the LAN1 interface is 192.168.0.126. If DHCP is
enabled, please refer to chapter 4.2 to find out the current IP address.
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5 SOFTWARE EXPANSIONS & APPS

SSV offers some apps for the IGW/935 to expand its functionality. Most of the apps are for free;
some apps require a license. The apps can be obtained on the following website:

https://www.ssv-embedded.de/downloads/igw935/

6 TROUBLE SHOOTING IP ADDRESS PROBLEMS

If the IP address of LAN1 is not configured properly it is possible, that the SSV/WebUI (the configura-
tion user interface) of the IGW/935 cannot be accessed anymore.

In that case it is necessary to restore the factory settings of the IGW/935. To do so, please follow
these steps:

1. Connect the LAN1 interface of the IGW/935 via a cross-over-cable with the LAN interface of a
Windows PC. Disconnect (if present) the cable from the LAN2 interface of the IGW/935. If not
already running turn on the IGW/935.

2. Make sure that DHCP (IP address is obtained automatically) is enabled within the network
settings of the Windows PC for the LAN interface.

3. Take a USB memory stick and format it under Windows with FAT16 or FAT32.

4. Create a new simple text file on the memory stick, name it factoryreset and remove the
file extension.

)7 NN Please note:
” = Keep in mind that Windows hides file extensions by default!

5. At first unmount the memory stick over the USB symbol in the Windows system tray before
removing it from the PC.

6. Now plug the memory stick into the USB port of the (running) IGW/935.

7. The IGW/935 makes a reboot and the LED S1 turns off after 15 to 30 seconds.

8. Remove the memory stick (at the latest when the LED S1 begins to blink).

9. The Windows PC shows the message Network restricted after 30 to 60 seconds.

10. The IGW/935 answers via UPnP with its new IP address within the AutolP range of
169.254.x.x. It can now be found as an icon within the Windows network environment.
A double click on this icon opens the IGW/935's login page in a browser. The URL of the login
page looks like this: http://169.256.x.x:7777
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7 TECHNICAL INFORMATION

7.1 Technical Data

SUPPIY VOILAZE i 12 ..24 VDC £10%

Temperature range

Rel. air himudity

7.2 Pinout Screw Terminals

A Terminal
132 AL
o008 A2

A3
B oQO» g Ad
Table 5:

Signal

COM?2 Serial Port: RS485 RX/TX+
COM2 Serial Port: RS485 RX/TX-
Vin + (12 .. 24 VDC)

Vin -

Pinout screw terminals

Please note:
The RS485 (officially called TIA/EIA-485-A) connection between your IGW/935
and the field devices needs termination resistors on both ends for proper oper-
ation. The IGW/935 does not offer internal termination resistors. Please make
sure, that the RS485 cable connection is equipped with external termination re-
sistors.
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SSV SOFTWARE SYSTEMS GmbH
Dinenweg 5
30419 Hannover

Phone: +49 (0)511/40 000-0
Fax: +49 (0)511/40 000-40
E-mail: sales@ssv-embedded.de

Web: www.ssv-embedded.de

Forum: www.ssv-comm.de/forum
Social: www.linkedin.com/company/ssv-software-systems
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